
Outsourcing Provider-Vendor Assessment
To outsource various types of functions (including software development/maintenance, data center and network operations, backup/recovery services, data storage management services, system administration services, etc.), you need to conduct a broad assessment of the capabilities of an outsourcing services provider on the following areas:
A: Application Software Related Assessment
Assess the capabilities of the vendor in the area of software development. Evaluate the methodologies and procedures for SDLC activities. Are they well documented? Are they adhered to? Does the vendor enforce and monitor them?
A.1: Application Development Procedures & Methodologies
A.1.i: Product management
A.1.ii: Business analysis or functional design
A.1.iii: High level design
A.1.iv: Technical detail design
A.1.v: Programming and coding
A.1.vi: Relational database design
A.1.vii: QA and testing, test automation, regression testing
A.1.viii: Performance testing and tuning
A.1.ix: Documentation
A.1.x: Packaging and release
A.2: Application Maintenance
A.3: Application Support (Call Center or Help Desk etc.)
A.4: Other Services
B: Tools and Techniques Assessment
Assess different types of tools and techniques that the vendor uses for SDLC activities. For example, what project management tools does the vendor use: MS Project, Excel, etc.? Are they industry standard or home-grown? Are they reliable and have the track record that could be analyzed properly?

B.1: Project Management
B.2: Configuration Control, Version Control, Tracking
B.3: Issues Tracking
B.4: Defect Tracking
B.5: Process Auditing
B.6: Process Methodology
B.7: Requirements definition
B.8: Design
B.9: Data Modeling
B.10: Coding and Implementation
B.11: Testing
C: Certifications and Accreditations Assessment
Has the vendor obtained any industry certification or accreditations--ISO 9000, CMM levels --that are relevant to the type of work that you plan to outsource?
D: Industry Skills and Experience Assessment 

Assess the industry skills and experience of the vendor that are directly or indirectly relevant to the type of work that you plan to outsource.
D.1: Financial and insurance, Manufacturing, Retail etc.
E: Domain / Application Software Package Skills and Experience Assessment
Assess the skill level and experience of the vendor for different types of application software packages--development tools, application SW like Siebel, SAP, Macromedia etc.--directly or indirectly relevant to the type of work that you plan to outsource.
E.1: Analysis Software – Business intelligence, Balanced Scorecard, Data mining, Data Cleansing etc.
E.2: Business Process Management
E.3: Customer Relationship Management
E.4: Enterprise Asset Management
E.5: E-commerce
E.6: Manufacturing
E.7: Product Lifecycle Management
E.8: Quality Management
E.9: Enterprise Requirements Management (ERP)
E.10: Supply Chain Management /  Warehouse Management
F: Technology Skills and Experience Assessment
Assess the expertise and experience of the vendor for different types of technologies-- mainframes, OS, DBMS, etc.--directly or indirectly relevant to the type of work that you plan to outsource.
F.1: HW & SW Platforms
F.2: Database
F.3: Data Storage Management
F.4: Distributed Technology
F.5: Server Operating Systems
F.6: Client Operating Systems
F.7: Web Services and Technologies
F.8: Network Technologies
F.9: Tools and Methodologies
F.10: Messaging Products & Collaboration
G: Professional Services and Implementation Consulting Services Assessment
Assess the experience, methodologies and systems used by the vendor for professional services and other consulting services, if relevant.

H: Clients and Projects Assessment
Evaluate the vendor’s interaction with its clients. Assess various projects and consider client references.

H.1: Current Clients and References
H.2: Application Software Clients by Industry
H.3: Projects
I: Internal Infrastructure and Enabling Technology Assessment
How does the vendor’s infrastructure--internal, technical and physical--rate according to your needs and constraints?

I.1: IT Facility and Data Center Operation
I.1.i: Technology Infrastructure Capability
I.1.ii: Technology Infrastructure Available Capacity
I.1.iii: Physical Facilities Setup and Maintenance
I.1.iv: Ability to Set up, Manage facilities
I.1.v: Facilities design and engineering services
I.1.vi: Site security and environment control
I.2: Data communications, Telecommunications, Network, Firewalls etc.
I.3: Office Infrastructure Available Capacity
I.4: Security Policies and Procedures
I.5: Security Related Operational Activities
I.5.i: Intrusion Prevention, Detection, and Vulnerability Management
I.5.ii: Firewall Management and Administration
I.5.iii: Virus Protection / Spam Prevention
I.5.iv: Security Policies and Procedures Support
I.5.v: Related Security Support
I.5.vi: Physical Access to Any Work Facility

J: Business Continuity and Disaster Recovery
Does the vendor have any policies, programs, systems for the continuity of the business and operation in case of crisis or disaster? How robust and reliable are they? How often are the audited, tested?

J.1: Continuity and Recovery Service
J.2: Workplace Environment
J.3: Backup and Recovery
K: Business Flexibility
Assess different business related areas that are relevant to the type of work being outsourced.

How often are the audited, tested?

K.1: Employee Nondisclosure Agreement (NDA)
K.2: Company Non-Compete
K.3: Intellectual Property (IP)
K.4: Business and Financial Flexibility
K.5: Geography and Local Presence
L: Employee Assessment
Assess the competence, training, and quantity of the human resources of the vendor.

L.1: Level of Education
L.2: Professional Work Experience
L.2.i: HW & SW Technical Skills
L.2.ii: Business Functions and Applications
L.3: Employee Turnover or Attrition
L.4: Third Party Contractors and Sub-contractors
L.5: Training Programs
L.5.i: HW & SW Technical Programs
L.5.ii: Communication and Business Skills











