CHECKLISTS

FOR

PROGRAM RISK ASSESSMENT

AND 

PROJECT AUDIT

HOW TO USE THE CHECKLISTS

These checklists are intended to help you identify problems and potential problems in the program or project you are assessing.  They provide a method whereby you can use your experience in program management to examine systematically every phase in the program or project life cycle.

The checklists prompt you as to what you should assess, but cannot carry out the assessment for you.  You must make your own judgment as to how well each element of the program management process is being performed, has been performed, or is likely to be performed.

One way to use the checklists is as prompts for questions to ask members of the program team during structured interviews.  The checklists can also be used as a medium for recording the findings from an evaluation of program documentation and records.

When assessing each area listed on the checklists, try not to limit yourself to the wording on the printed page.  Often, the answers to some of the questions will open up issues for more in-depth analysis of specific problems.

Outputs from the assessment can take a variety of forms, ranging from risk registers, through audit reports, to statements of work or proposals for follow-on business or expanded support.  In every case it will be necessary to structure and group the findings or recommendations, and the resulting structure will often differ from that followed by the checklists themselves.

Finally, a few words about Risk Registers.  The “Candidate Risk” column on the checklist should not be interpreted to mean that a risk can be constructed from the words used on the checklist itself.  Risks will often combine problems encountered in a number of related areas.  Most importantly, risks should be always be phrased in two parts.  The first should outline the problem or potential problem, and the second should state the possible impact.  An example of a correctly phrased risk is, “Incomplete Work Breakdown Structure and resultant late identification of essential work packages leads to higher than expected development costs and delays in system acceptance.”

MANAGEMENT OF IDENTIFIED RISKS
So now the risks are identified, what next?  Well, they need to be managed in accordance with proven processes and procedures.  A Risk Management Plan will need to be developed for the program or project to which the risks relate.  This document can form the starting point for the effective management of the risks that you have identified using these checklists.
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PROJECT APPROACH: CONSIDERATION OF ALTERNATIVES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Consideration and costing of alternatives
	
	

	
Identification and addressing of technical uncertainties
	
	


	 
COSTS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Degree of costing prior to start-up
	
	

	
Match of costing with chosen project approach
	
	

	
Match of costing with budget and forecast
	
	

	
Inclusion of risk contingencies
	
	

	
Match of identified risks to subsequent real-world problems
	
	

	
Sufficiency of contingency allowances to cover risks
	
	

	
Consistency of costs with previous similar projects
	
	


	 
BENEFITS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Degree of identification of benefits prior to project start
	
	

	
Comprehensiveness of benefits identification
	
	

	
Realism of benefits estimates
	
	

	
Degree to which benefits discussed and agreed with project customers
	
	

	
Likelihood of benefits actually being enabled by this project
	
	

	
Commitment of beneficiaries to making the economies enabled by the project
	
	

	
	
	


	 
COST BENEFIT ANALYSIS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Role of CBA in justification for project
	
	

	
Match of selected project course with that indicated by the CBA
	
	

	
Realism of CBA
	
	

	
Degree of favorability of cost/benefit ratio
	
	

	
Frequency and regularity of benefits reviews
	
	

	
Number of CBA reviews following changed project circumstances
	
	

	
Number of CBA revisions following such reviews
	
	

	
Changes to project direction following CBA revisions
	
	

	
Use/adequacy of change control in connection with changes to project direction
	
	


	 
PROJECT SCOPE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of Corporate Mission Statement
	
	

	
Existence of a statement of project scope
	
	

	
Familiarity of key staff with above documents
	
	

	
Consistency of above documents
	
	

	
Inclusion of business objectives in project scope
	
	

	
Identification of main deliverables in project scope
	
	

	
Identification of expected benefits in project scope
	
	

	
Identification of data conversion requirements in project scope
	
	

	
Identification of implementation requirements in project scope
	
	

	
Degree of phasing of deliverables
	
	

	
Identification of delivery deadlines in project scope
	
	

	
Knowledge and approval of early/partial deliveries by steering committee and users
	
	

	
Identification of capacity and performance requirements in project scope
	
	

	
Identification of security requirements in project scope
	
	

	
Identification of availability requirements in project scope
	
	

	
Realism of service level requirements
	
	

	
Achievability of service level requirements using selected technology
	
	

	
Sign-off of project scope by project owner
	
	

	
Sign-off of project scope by project manager
	
	

	
Sign-off of project scope by steering committee
	
	

	
Sign-off of project scope target users
	
	


	 
WORK BREAKDOWN STRUCTURE (WBS)

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a project WBS
	
	

	
Extent of coverage of project scope by WBS
	
	

	
Comprehensiveness of WBS (compared to similar projects)
	
	

	
Consistency of WBS detail across the project
	
	

	
Degree to which those responsible for carrying out work were consulted during WBS preparation
	
	

	
Clarity of task definition
	
	

	
Identification of deliverables/products against tasks
	
	


	 
SCHEDULE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a project schedule
	
	

	
Agreement of schedule with WBS
	
	

	
Clarity of task definitions
	
	

	
Inclusion of internal dependencies (constraints)
	
	

	
Inclusion of external dependencies (constraints)
	
	

	
Allowance for national holidays, vacations
	
	

	
Allowance for rework on relevant activities
	
	

	
Allowance for induction and training
	
	

	
Allowance for project management activities (reviews, etc.)
	
	

	
Inclusion of user tasks (sign-offs, validations, acceptance tests, etc.)
	
	

	
Inclusion of project closure activities
	
	

	
Inclusion of PIR
	
	

	
Use of milestones
	
	

	
Tightness of time scales
	
	

	
Accuracy of time scale estimates
	
	

	
Degree of parallelism between activities
	
	

	
Match between schedule and work actually being done
	
	

	
Adequacy of monitoring and reporting of progress
	
	

	
Frequency of schedule reviews/updates
	
	

	
Availability of plan 
	
	

	
Support for/use of schedule by team leaders, managers, project and user staff
	
	

	
Frequency of update of team leaders’ copies of plan
	
	

	
Discussion of slippages and containment measures by project manager/team leaders
	
	


	 
RESOURCE PLAN

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a resource plan
	
	

	
Agreement between resource plan and project schedule
	
	

	
Inclusion of skill requirements (by type, quantity, duration)
	
	

	
Allowance for training and induction
	
	

	
Inclusion of source/availability information
	
	

	
Inclusion of user staff
	
	

	
Inclusion of resources other than staff (money, consumables, etc.)
	
	

	
Approval of resource plan by users
	
	

	
Approval of resource plan by steering committee
	
	

	
Adherence to resource plan
	
	

	
Accuracy of resource plan (track record to date)
	
	

	
Match of staff skills to resource plan
	
	

	
Availability of external skills to meet any shortfalls against the plan
	
	

	
Adequacy of non-staff resources
	
	


	 
PROJECT BUDGET

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a project budget
	
	

	
Budget structure: fit with corporate accounting structure
	
	

	
Agreement between budget personnel costs and actual capitalization/contract rates
	
	

	
Allowance for overtime payments
	
	

	
Allowance for office operating costs
	
	

	
Allowance for inflation and pay rises
	
	

	
Allowance for currency exchange rate changes
	
	

	
Phasing of budget
	
	


	 
AUTHORIZATION AND RECORDING OF EXPENDITURE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Approval and sign-off of budget
	
	

	
Project manager’s fund commitment powers
	
	

	
Commitment escalation chain for higher budget amounts
	
	

	
Clarity of commitment authorization levels
	
	

	
Expenditure commitment process
	
	

	
Adherence to commitment levels and process
	
	

	
Tie-in between commitment process and WBS work packages
	
	

	
Updating of budget to reflect committed and actual expenditure
	
	

	
Regularity of budget reviews
	
	

	
Reporting of committed, actual and revised budget figures to steering committee
	
	

	
Reporting of variations to steering committee and subsequent authorization process
	
	


	 
CONTROL OF REQUIREMENTS SPECIFICATIONS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Change control procedure
	
	

	
Impact assessment procedure
	
	

	
Sanctions for non-compliance with above
	
	

	
Communication of change requests and impacts of changes to steering committee
	
	

	
Approval of change requests and impacts of changes by steering committee
	
	

	
Availability of approved change requests/impacts for inspection
	
	

	
Adjustment of schedule to reflect approved change requests/impacts
	
	

	
Adjustment of budget to reflect approved change requests/impacts
	
	

	
Responsiveness of change control procedure to management needs (owner and user)
	
	

	
Effectiveness of change control procedure for project scope
	
	

	
Effectiveness of change control procedure for project schedule
	
	

	
Effectiveness of change control procedure for project budget
	
	

	
Effectiveness of change control procedure for requirements specification
	
	

	
Effectiveness of change control procedure for design specification
	
	

	
Overall volume of scope and requirements changes
	
	


	 
COST AND TIME ESTIMATES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of an estimating base for repeated tasks
	
	

	
Use of previous experience in estimates
	
	

	
Relevance of previous experience to current organization
	
	

	
Relevance of previous experience to current staff members
	
	

	
Relevance of previous experience to current project
	
	

	
Involvement of current staff in estimating process
	
	

	
Suitability and granularity of estimating units
	
	

	
Task coverage of estimating base
	
	

	
Match of current task difficulties to estimating base
	
	

	
Match of current staff skills and experience to estimating base
	
	

	
Revision of estimates in light of actual experience
	
	

	
Track record of accuracy of estimates
	
	

	
Allowance for contingency in budget and time scale estimates
	
	

	
Suitability of contingencies in light of project complexity
	
	


	 
QUALITY ASSURANCE STANDARDS AND PROCEDURES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Establishment of system design standards
	
	

	
Establishment of detailed design standards
	
	

	
Establishment of documentation standards
	
	

	
Establishment of unit testing standards
	
	

	
Establishment of system/integration testing standards
	
	

	
Availability of review guidelines and checklists (requirements review, design review, etc.)
	
	

	
Definition of audit procedures
	
	

	
Definition of process quality and process improvement metrics
	
	

	
Establishment of validation procedures
	
	

	
Establishment of a quality sign-off procedure
	
	


	 
QUALITY CONTROL PROCEDURES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Validation of past deliverables against established standards
	
	


	
Availability of delivery sign-offs for inspection
	
	

	
Availability of collected/analyzed metrics for inspection
	
	

	
Use of analyzed metrics to improve processes, products and resources
	
	

	
System test planning
	
	

	
Inclusion of system testing in schedule
	
	

	
Assignment of quality control responsibilities to team leaders
	
	

	
Monitoring of quality control by project manager
	
	


	 
DOCUMENTATION CONTROL PROCEDURES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Establishment of project document control procedures
	
	

	
Existence of an index/list of documents identified for control
	
	

	
Version and status numbering procedures
	
	

	
Document sign-off/approval process
	
	

	
Document amendment procedures
	
	

	
Adherence to document control procedures
	
	


	 
CONFIGURATION MANAGEMENT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Application of configuration management to requirements specification
	
	

	
Application of configuration management to design documentation
	
	

	
Application of configuration management to modules exiting unit test
	
	

	
Application of configuration management to user documentation
	
	

	
Use of a suitable tool for module configuration management
	
	

	
Procedure for verifying compatibility of components of a release (h/w, s/w, etc.)
	
	

	
Existence of a managed inventory of development components
	
	

	
Existence of a managed inventory of unit test components
	
	

	
Existence of a managed inventory of system test components
	
	

	
Existence of a managed inventory of integration test components
	
	

	
Existence of a managed inventory of user acceptance test components
	
	

	
Existence of a managed inventory of operations acceptance test components
	
	

	
Existence of a managed inventory of training components
	
	

	
Existence of a managed inventory of production components
	
	

	
Ability of the configuration management tool to support problem tracking
	
	

	
Ability of the configuration management tool to support change impact assessment
	
	


	 
ISSUES MANAGEMENT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Provision of a process for raising issues to all project members
	
	

	
Awareness of staff of the ability and need to raise issues
	
	

	
Recording and tracking of issues
	
	

	
Retention of issue and issue resolution records
	
	

	
Assignment of issues to individuals for resolution
	
	

	
Use of target dates for resolution
	
	

	
Responsibility of team leaders for issue resolution
	
	

	
Escalation of issues: routine and emergency procedures
	
	

	
Recording of issue resolution
	
	

	
Inclusion of issue reporting in regular reporting process
	
	

	
Reporting of major issues to the steering committee
	
	

	
Notification of issue resolution to person originally raising the issue 
	
	


	 
RISK MANAGEMENT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Clarity of distinction between risks and issues
	
	

	
Methods used to identify risks
	
	

	
Provision of a process for raising risks to all project members
	
	

	
Awareness of staff of the ability and need to raise risks
	
	

	
Recording and tracking of risks
	
	

	
Retention of risk and risk resolution records
	
	

	
Methods used to assess risk impacts (cost, time and performance/quality) 
	
	

	
Methods used to estimate probabilities of risks occurring
	
	

	
Use of impacts and probabilities to prioritize risks
	
	

	
Existence of identified risk reduction actions for significant risks
	
	

	
Assignment of risk reduction actions to accountable individuals
	
	

	
Assessment of costs and benefits of risk reduction actions
	
	

	
Inclusion of risk reduction actions in project schedule
	
	

	
Identification and use of “triggers” for risk reduction action
	
	

	
Existence of identified risk contingency (impact reduction) measures
	
	

	
Identification and use of “triggers” for risk contingency measures
	
	

	
Frequency and level of review of individual risk management plans
	
	

	
Frequency and level of review of overall risk register
	
	

	
Assignment of responsibility for risk management coordination
	
	


	 
LEVEL OF TRAINING IN PROJECT MANAGEMENT RESPONSIBILITIES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Senior management awareness of principles of project management
	
	

	
Senior management awareness of organizational impacts of project approach
	
	

	
Senior management awareness of support required from them by project manager
	
	

	
Understanding of steering committee members of reporting to be expected from project manager
	
	

	
Understanding of steering committee members of their responsibilities to project manager
	
	

	
Selection process for project managers and candidate project managers
	
	

	
Training process for project managers and candidate project managers
	
	

	
Training process for project staff in project management culture and techniques 
	
	


	 
COORDINATION OF MULTIPLE PROJECTS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Appointment of a suitably qualified manager as a projects director
	
	


	
Training of the projects director in appropriate techniques
	
	

	
Procedures for coordinating projects and for resolution of conflicting demands
	
	

	
Procedures for meeting project resource demands from service and supply departments
	
	

	
Procedures for managers of supply and service departments to resolve multiple project resource demand conflicts
	
	

	
Impact of projects on departmental reporting lines and non-project resource requirements 
	
	


	 
PROGRAM CONTROL OFFICE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a program control office (PCO)
	
	

	
Integration of projects into a master program schedule
	
	

	
Visibility of inter-project dependencies
	
	

	
Integration of project resource and budget plans
	
	

	
Consistency of standards of sub-project monitoring and reporting
	
	

	
Common change control procedure
	
	

	
Common configuration management procedure
	
	

	
Effectiveness of PCO
	
	


	 
HIGHER PROJECT ORGANIZATION

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Appointment of a major business customer as project owner
	
	

	
Project owner’s level of understanding of his/her role and responsibilities
	
	

	
Approval of project scope by project owner
	
	

	
Establishment of a project steering committee
	
	

	
Clarity of steering committee’s duties
	
	

	
Attendance at steering committee meetings by project owner
	
	

	
Frequency and regularity of steering committee meetings
	
	

	
Percentage of members attending steering committee meetings
	
	

	
Degree of practical support provided to project by steering committee
	
	


	
Formal briefing to user management of project responsibilities
	
	

	
Representation of user management on steering committee
	
	

	
Attendance at steering committee meetings by user management
	
	

	
Provision of required resources to project by user management
	
	

	
Identification of a team of users to work on the project
	
	

	
Degree to which user team as formally nominated by user management
	
	

	
Degree of briefing of user team on project responsibilities
	
	

	
Sufficiency of time given to user team to carry out its responsibilities
	
	

	
Appointment of a user team leader
	
	

	
Consistency of views submitted by user team
	
	

	
Degree to which user team fulfills its responsibilities
	
	


	 
PROJECT TEAM STRUCTURE AND EFFECTIVENESS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Organization of project into teams
	
	

	
Suitability of team structure
	
	

	
Appointment of team leaders
	
	

	
Availability of specific terms of reference for team leaders
	
	

	
Reporting lines for team leaders and project staff
	
	

	
Understanding by project staff of objectives, purpose, benefits, scope and importance of the project
	
	

	
First call on staff resources: project versus departments
	
	

	
Level of project staff commitment to project goals and successful completion
	
	

	
Degree to which project staff will benefit from project success
	
	

	
Quality of staff interaction and joint working
	
	

	
Effectiveness of individual project teams
	
	

	
Effectiveness of cooperation between teams
	
	

	
Involvement of teams in decision making
	
	

	
Involvement of teams in problem solving
	
	

	
Appropriateness of project management structure for this size project
	
	

	
Degree of sole accountability of project manager for successful delivery of project
	
	


	 
CAPABILITY OF PROJECT MANAGER

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Clarity of definition of project manager’s roles and responsibilities
	
	

	
Degree to which project manager solely accountable for project’s successful delivery
	
	

	
Degree to which project management is the full-time occupation of the project manager
	
	

	
Total number of other projects managed by the project manager
	
	

	
Project manager’s monitoring of attendance and time-keeping
	
	

	
Project manager’s degree of involvement in technical matters
	
	

	
Effectiveness of the project manager as a leader
	
	

	
Level of respect for project manager by staff
	
	

	
Level of respect for project manager by peers
	
	


	 
PROJECT COMMUNICATIONS: INTERNAL AND EXTERNAL

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Steering committee reporting format: inclusion of milestone progress, expenditure, issues, risks and containment plans
	
	

	
Clarity and honesty of past reporting to steering committee
	
	

	
Steering committee awareness of current actual project status
	
	

	
Existence of an external communications program
	
	


	
Regularity of formal progress reviews with users and user management
	
	

	
Amount of discussion of the system with the users
	
	

	
Sign-off of system development documentation by users
	
	

	
Involvement of users in system demonstrations
	
	

	
Screen layout sign-off by users
	
	

	
Frequency of informal project team meetings
	
	

	
Project staff awareness of plan progress
	
	

	
Frequency of internal formal progress, risk, issue meetings 
	
	

	
Effectiveness of the project manager as a communicator
	
	

	
Level of project morale
	
	


	 
INTERACTION WITH EXTERNAL ORGANIZATIONS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Extent of identification of external interfaces
	
	

	
Number of government and public bodies interacting with project
	
	

	
Understanding of which external organizations are most susceptible to project influence
	
	

	
Development of influencing strategies
	
	

	
Definition and allocation of responsibility for implementing the influencing strategies
	
	

	
Specification of information flows
	
	

	
Specification of monitoring and control needs
	
	

	
Establishment of single points of contact with external organizations
	
	

	
Establishment of government support and agreements prior to project start up
	
	


	  
EXTERNAL INFLUENCES ON THE PROJECT (ECONOMIC, POLITICAL, ENVIRONMENTAL, SOCIAL)

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Identification of impacts of price
	
	

	
Potential impacts of inflation
	
	

	
Potential impacts of regulation
	
	

	
Potential impacts of technical developments
	
	

	
Potential impacts of organizational changes
	
	

	
Level of understanding of the cultural diversity in the area the project is to be sited
	
	

	
Degree of consideration of the economic patterns of incentives and taxation
	
	

	
Appropriateness of undertaking the project at this time and in this place
	
	

	
Amount of consideration of the environmental impact of the project
	
	

	
Amount of consideration of the environmental impact of the product of the project
	
	

	
Construction of environmental and community packages to restore area after project completion
	
	

	
Effectiveness of the sponsor for the project
	
	

	
Allowance in schedules and financing arrangements for possible changes of government
	
	

	
Familiarity of involved government departments with this type of project
	
	

	
Extent to which government concerns on financial aspects of the project addressed
	
	

	
Extent to which government concerns on safety aspects of the project addressed
	
	

	
Extent to which government concerns on employment aspects of the project addressed
	
	

	
Extent to which nationalistic ambitions constrained (international projects)
	
	

	
Consideration of any relevant potential changes to government legislation
	
	

	
Mix of private and public funding for the project
	
	

	
Alignment of financial objectives to match the above funding mix
	
	


	 
PROCUREMENT PROCEDURES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Extent of identification of procurement and contracting options
	
	

	
Fit between selected procurement strategy and the project organization
	
	

	
Fit between selected procurement strategy and the financing arrangements
	
	

	
Fit between selected procurement strategy and the risk assessment
	
	

	
Existence of established procurement standards and procedures
	
	

	
Agreement to requirements by procurement department
	
	

	
Agreement to selection criteria by procurement department
	
	

	
Identification of candidate suppliers
	
	

	
Judgment of candidate solutions against selection criteria
	
	

	
Degree of objectiveness of selection against weighted selection criteria
	
	

	
Recording of basis for selection
	
	

	
Agreement to chosen solution by procurement department
	
	

	
Existence of a negotiated and agreed contract with chosen supplier
	
	

	
Mechanism to monitor delivered solution against the contract
	
	

	
Supplier’s flexibility and responsiveness to changes in requirements
	
	


	 
COMPREHENSIVENESS AND FAIRNESS OF CONTRACT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Clarity of definition of the system functionality to be delivered
	
	

	
Clarity of definition of the technical requirements to be delivered
	
	

	
Clarity of definition of the system performance to be delivered
	
	

	
Existence of an attachment to the contract listing all items to be delivered
	
	

	
Recognition within contract of any requirement for phased delivery
	
	

	
Clarity of contract with regard to intellectual property rights
	
	

	
Clarity of definition of the system acceptance process
	
	

	
Clarity of definition of the system acceptance criteria
	
	

	
Fairness of acceptance process and criteria to all parties
	
	

	
Proposed handling of known faults at system hand-over
	
	

	
Proposed handling of open change requests at system hand-over
	
	

	
Clarity of warranty period
	
	

	
Effect on warranty of customer modifications to deliverables
	
	

	
Commitment of supplier to future support of deliverables modified by the customer
	
	

	
Existence of specified billing rates for above 
	
	

	
Agreement to the basis for future inflationary support charge increases
	
	

	
Ability of purchaser to terminate support and maintenance
	
	

	
Intellectual property rights for items modified by the supplier to provide enhancements
	
	

	
Demonstrated ability of the supplier to provide this type of support and maintenance
	
	

	
Arrangements for provision and installation of upgrades to contract deliverables
	
	

	
Charges for upgrades
	
	

	
Charges for installation of upgrades
	
	

	
Effect on warranty of acceptance or rejection of upgrades
	
	

	
Safeguards against unwanted changes arising from supplier-imposed upgrades
	
	

	
Existence of a clear payment schedule tied to acceptance of deliverables
	
	

	
Clarity of arrangements for invoking penalty payments or for withholding scheduled payments
	
	

	
Fairness of criteria for penalty payments / withholding of scheduled payments
	
	


	 
CAPABILITY OF THE SUPPLIER TO DELIVER AGAINST THE CONTRACT

	

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Ability of the supplier to make a profit at the contracted price 
	
	

	
Possibility that the supplier is seeking to make up any profit shortfall through changes or by unavoidable follow-on work
	
	

	
Status of contracted supplier within any higher consortium
	
	

	
Previous track record of success of projects involving this customer-supplier relationship 
	
	

	
Attendance of supplier project manager at steering committee meetings
	
	

	
Adequacy of progress reporting arrangements
	
	

	
Adequacy of provision for quality audit of suppliers work and procedures by customer
	
	

	
Track record of supplier in delivering projects of this type and scale
	
	

	
Budget discretionary powers of supplier project manager
	
	

	
Proportion of suppliers annual budgetary turn-over tied up in this project
	
	

	
Average length of experience of supplier’s project staff
	
	

	
Proportion of salaried versus contract staff employed by supplier on this project
	
	


	 
PROCEDURES FOR HIRING SUB-CONTRACT PERSONNEL

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Clarity of job descriptions
	
	

	
Clarity of terms of employment
	
	

	
Clarity of candidate profile definition
	
	

	
Potential possible sources (agencies, etc.)
	
	

	
Estimation of costs of filling posts
	
	

	
Tie-in between posts contracted and resource plan
	
	

	
Budget coverage for contract staff expenditure
	
	

	
Obtaining of necessary approval prior to contracting for staff
	
	

	
Requesting of resumes/curricula vitae
	
	

	
Use of short lists
	
	

	
Planning for interviews: location, attendees, questions, records
	
	

	
Interview conduct
	
	

	
Interview recording
	
	

	
Post-interview discussion of findings with management
	
	

	
Objectiveness of selections made
	
	

	
Notification of sources of results (agencies, etc.)
	
	

	
Agreement to contracts after selection
	
	

	
Notification of unsuccessful candidates/agencies
	
	

	
Subsequent success of selected candidates
	
	

	
Use of lessons learned from selection process
	
	


	 
PROCUREMENT STRATEGY, POLICIES AND STANDARDS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a relevant, published procurement strategy
	
	

	
Extent of knowledge and degree of understanding of the strategy at project commencement
	
	

	
Strategy’s coverage of complete duration of project
	
	

	
Effect of strategy on system development
	
	

	
Extent to which strategy reflected in system requirements
	
	

	
Existence of relevant, published procurement policies
	
	

	
Existence of relevant, published procurement standards
	
	

	
Extent to which policies in place at project commencement
	
	

	
Extent to which standards in place at project commencement
	
	

	
Adherence to standards in system requirements
	
	

	
Application of standards in system requirements
	
	


	 
PROJECT TIE-IN WITH OVERALL DEVELOPMENT PLAN

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of an overall company development plan
	
	

	
Project/development plan fit
	
	

	
Degree to which dependencies on other projects taken into account
	
	

	
Degree to which dependencies on existing systems taken into account
	
	

	
Degree to which impact of this project on other projects and systems taken into account
	
	

	
Degree to which technical limitations taken into account
	
	

	
Degree to which staff limitations taken into account
	
	

	
Degree to which potential skill deficits considered
	
	

	
Recognition of effects of annual business cycle
	
	

	
Degree to which possible changes to the law taken into account
	
	


	 
SYSTEM FUNCTIONAL AND TECHNICAL REQUIREMENTS SPECIFICATIONS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of documented functional requirements
	
	

	
Existence of documented technical requirements
	
	

	
Availability of requirements documents to staff
	
	

	
Comprehensiveness of functional requirements 
	
	

	
Comprehensiveness of technical requirements
	
	

	
Version control of requirements documents
	
	

	
Use of a standard format for functional requirements specifications
	
	

	
Degree of ambiguity in functional requirements specifications
	
	

	
Consistency of level of detail in functional requirements
	
	

	
Ease of understanding of functional requirements
	
	

	
Descriptions of data needs in functional requirements 
	
	

	
Identification of users for each function
	
	

	
Extent to which requirements based on structured analysis
	
	

	
Appropriateness of detail in requirements for target sign-off audience 
	
	

	
Use of a standard format for technical requirements specifications
	
	

	
Degree of ambiguity in technical requirements specifications
	
	

	
Coverage of both hardware and software in technical requirements
	
	

	
Coverage of networking in technical requirements
	
	

	
Coverage of system software in technical requirements
	
	

	
Coverage of security in technical requirements
	
	

	
Coverage of safety in technical requirements
	
	

	
Coverage of system availability in technical requirements
	
	


	
Coverage of capacity and performance in technical requirements
	
	

	
Recording of reasons/justification for requirements
	
	

	
Freedom for design of system architecture within system requirements
	
	

	
Consistency between technical requirements and standards and policies
	
	


	 
SERVICE-LEVEL REQUIREMENTS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of specifications for response times
	
	

	
Existence of specifications for availability of on-line services
	
	

	
Existence of specifications for frequency of outages
	
	

	
Existence of specifications for compliance with schedules
	
	

	
Existence of specifications for call out time
	
	

	
Existence of specifications for time to repair
	
	

	
Existence of specifications for level 1 support
	
	

	
Existence of specifications for level 2 support
	
	

	
Existence of specifications for data entry
	
	

	
Existence of specifications for timing of back-ups/fall-back
	
	

	
Existence of specifications for data/archive availability
	
	

	
Existence of specifications for change management
	
	

	
Existence of specifications for disaster recovery
	
	

	
Consistency of service levels with those stated in the scope
	
	

	
Involvement of users in deriving service level requirements
	
	

	
Agreement to service levels by relevant users
	
	

	
Extent of assessment of technical feasibility of service levels
	
	

	
Extent of consideration of financial feasibility of service levels
	
	

	
Extent to which service levels discussed with potential suppliers
	
	

	
Method for determining achievement of service levels
	
	

	
Understanding of consequences and penalties involved in not meeting service levels
	
	


	 
REQUIREMENT SPECIFICATION SIGN-OFF

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a cross-reference of benefits to requirements
	
	

	
Identification of owners/originators for requirements
	
	

	
Approval and sign-off of functional requirements
	
	

	
Approval and sign-off of technical requirements
	
	

	
Approval of requirements by authorized user representatives
	
	

	
Approval of requirements by authorized procurement representatives
	
	

	
Involvement of all relevant parties in approval process
	
	

	
Escalation process in event of delayed or withheld requirements approval
	
	


	 
CONSISTENCY OF REQUIREMENTS SPECIFICATIONS WITH PROJECT SCOPE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Consistency of requirements with original project scope
	
	

	
Adherence of requirements to original project objective
	
	

	
Extent to which formal cross-checking of above carried out
	
	

	
Existence of formal explanations for deviations from original scope
	
	

	
Formal approval for scope changes
	
	

	
Existence of formal explanations for deviations from original objectives
	
	

	
Formal approval for changes to original objectives
	
	


	 
EVALUATION OF DESIGN OPTIONS AND APPROVAL OF CHOSEN TECHNICAL APPROACH

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Number of technical options evaluated
	
	

	
Use of a formal selection process
	
	

	
Involvement of user representatives in formal selection process
	
	

	
Use of defined technical selection criteria
	
	

	
Use of same criteria to select final technical option
	
	

	
Extent to which dependencies with other systems/projects considered
	
	

	
Documentation of technical evaluation process
	
	

	
Approval of selected technical option by steering committee
	
	

	
Extent to which chosen option based on proven technology
	
	

	
Extent of proven compatibility between various components of chosen technical option
	
	

	
Extent to which the chosen technology will be manageable
	
	

	
Presence of productivity aids on chosen platform
	
	

	
Acceptability of technology to users/customers
	
	

	
Provision of security features on chosen platform
	
	

	
Extent to which chosen platform will operate within its performance boundaries
	
	

	
Capacity growth plan for chosen platform
	
	

	
Resiliency of platform
	
	

	
Fit of technology platform to procurement strategy
	
	

	
Ability of chosen platform to support modular implementation
	
	

	
Availability of sufficient in-house skills for selected technology
	
	

	
Availability of sufficient outside skills for selected technology
	
	

	
Flexibility and adaptability of technology to meet future requirements
	
	

	
Reliance of implementation on proprietary products
	
	

	
Duration of expected future maintainability of technology
	
	

	
Availability of technology from multiple sources
	
	


	 
USE OF A STRUCTURED DESIGN METHODOLOGY

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Extent to which a structured design methodology used
	
	

	
Consistency of use of same method throughout project
	
	

	
Extent to which methodology documented
	
	

	
Access of system designers to this documentation
	
	

	
Level of skill of system designers in this methodology
	
	

	
Adherence to methodology
	
	

	
Appropriateness of design methodology for this type of system
	
	

	
Coverage of methodology for all aspects of the design
	
	


	 
DESIGN STANDARDS AND TOOLS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of specifications for systems design standards
	
	

	
User interface/screen design standards
	
	

	
Coverage of standards for all necessary areas of systems design
	
	

	
Adherence to standards
	
	

	
Existence of a standard set of system design tools
	
	

	
Availability of tools to systems designers
	
	

	
Level of staff training in use of tools
	
	

	
Establishment of guidelines for use of tools
	
	

	
Availability of guidelines to relevant staff
	
	

	
Adherence to guidelines
	
	

	
Compatibility of tools with chosen design methodology
	
	

	
Ability of tools to cover all areas of systems design
	
	


	 
APPLICATION STRUCTURE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Definition of an overall, high-level, application structure
	
	

	
Documentation of the application structure
	
	

	
Suitability of application structure to be broken down into small, simple, work units
	
	

	
Definition of application boundaries
	
	

	
Identification of system interfaces
	
	

	
Definition of interfaces with third party packages
	
	

	
Use of standard approach for interface definition
	
	

	
Grouping of required functions into system modules
	
	

	
Allocation of functions to specific parts of the system
	
	

	
Identification of components common to different parts of the system
	
	

	
Simplicity of the application structure
	
	

	
Consistency of application structure with high-level data model
	
	

	
Consistency of application structure with planned development sequence
	
	

	
Degree to which application structure fulfills functional requirements
	
	

	
Degree to which application structure takes account of security requirements
	
	

	
Track record of design reviews, esp. with regard to systems integration
	
	


	 
DATA ARCHITECTURE, SYNCHRONIZATION AND DISTRIBUTION

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a data model
	
	

	
Use of relational data analysis to prepare data model
	
	

	
Data model documentation
	
	

	
Use of a data model documentation tool which can interface with the data dictionary
	
	

	
Attribute definitions
	
	

	
Data ownership definitions
	
	

	
Sufficiency of detail in data model to support physical database design
	
	

	
Use and application of standard naming conventions
	
	

	
Definition of data sources
	
	

	
Compatibility of project data model with corporate data model
	
	

	
Comparison of data definitions with existing file systems
	
	

	
Determination of provisional databases
	
	

	
Definition of interface files
	
	

	
Data distribution specification
	
	

	
Extent to which data synchronization addressed
	
	

	
Extent to which data security requirements addressed
	
	

	
Establishment of data backup procedures
	
	

	
Definition of data usage standards
	
	


	 
TECHNICAL ARCHITECTURE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a technical architecture definition
	
	

	
Documentation of technical architecture
	
	

	
Fit between technical architecture and existing systems
	
	

	
Technical architecture compliance with relevant standards and policies
	
	

	
Inclusion within technical architecture of hardware needed for applications
	
	

	
Inclusion within technical architecture of software needed for application development
	
	

	
Inclusion within technical architecture of communications network
	
	

	
Ability of technical architecture to support the development project
	
	

	
Ability of technical architecture to support system operation
	
	

	
Extent to which technical architecture meets the technical requirements
	
	

	
Extent to which technical architecture is workable and proven
	
	

	
Existence of a network plan
	
	

	
Hardware/software acquisition plan
	
	

	
Allowance for lead times in above plan
	
	


	 
SYSTEM DESIGN MATCH WITH FUNCTIONAL REQUIREMENTS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a cross-reference table to show that system design meets the requirements
	
	

	
Extent to which design does satisfy the requirements
	
	

	
Explanation and documentation of deviations from requirements
	
	

	
Approval for such deviations
	
	


	 
DESIGN DOCUMENTATION

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Extent to which design documentation is up to date
	
	

	
Extent to which design documentation is complete
	
	

	
Extent to which design documentation reflects a workable design
	
	

	
Accessibility of design documentation to relevant staff
	
	

	
Availability of technical documentation for software packages used
	
	

	
Frequency and regularity of design reviews
	
	

	
Suitability (qualifications) of personnel undertaking design reviews
	
	


	 
DEVELOPMENT ENVIRONMENT AND TOOLS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a separate installed development environment
	
	

	
Separation between development and testing environments
	
	

	
Extent to which development environment covers all aspects of the application
	
	

	
Linkage between development environment and standard development tools
	
	

	
Stability of development environment
	
	

	
Ability of development environment to support the actual number of developers 
	
	

	
Monitoring of development environment
	
	

	
Appointment of an individual to maintain and upgrade the development environment
	
	

	
Frequency and regularity of development environment back-ups
	
	

	
Similarity between development environment and live environment
	
	

	
Adequacy of level of knowledge of development facilities
	
	

	
Adequacy of training for development facilities
	
	

	
Testing of development facilities prior to their being made available
	
	

	
Availability and accessibility of up to date documentation on development tools
	
	

	
Extent to which development facilities cover development languages
	
	

	
Extent to which development facilities cover program libraries
	
	

	
Extent to which development facilities cover shared codes and procedures
	
	

	
Extent to which development facilities cover database management
	
	

	
Extent to which development facilities cover access to third party packages
	
	

	
Use of CASE development tools
	
	

	
Ability of all developers to access development tools
	
	

	
Link between development tools and design tools 
	
	

	
Availability and use of documentation tools
	
	

	
Link between documentation tools and development tools
	
	


	 
USE OF A STANDARD DEVELOPMENT APPROACH

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a defined standard development approach
	
	

	
Documentation of standard development approach
	
	

	
Use of a standard development method
	
	

	
Documentation of the standard development method
	
	

	
Use of the method throughout the project
	
	

	
Compatibility of the method with the development tools
	
	

	
Justification for and recording of deviations from the standard method
	
	

	
Extent to which approach is based on modular design
	
	

	
Separate handling of interfaces
	
	

	
Extent to which approach facilitates sharing of common components
	
	


	 
DEVELOPMENT DOCUMENTATION

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Production of development documentation
	
	

	
Adequacy of development documentation
	
	

	
Currency of documentation
	
	


	 
DEVELOPMENT LANGUAGES AND STANDARDS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Extent to which development languages are high level (3GL/4GL)
	
	

	
Experience level in use of these development languages
	
	

	
Existence of defined development standards
	
	

	
Capability of selected tools to support these standards
	
	

	
Adherence to standards
	
	

	
Inclusion in standards of module naming conventions
	
	

	
Inclusion in standards of naming conventions for variables
	
	

	
Inclusion in standards of data naming conventions
	
	

	
Coverage of coding practices in standards
	
	

	
Coverage of error messages in standards
	
	

	
Coverage of data handling in standards
	
	

	
Coverage of physical database design in standards
	
	

	
Addressing of performance issues within the standards
	
	

	
Definition of documentation requirements within the standards
	
	


	 
PHYSICAL DATABASE DESIGN

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Extent to which physical database design based on logical data model
	
	

	
Incorporation of data distribution requirements specified in system design
	
	

	
Definition of indexes for identifiers
	
	

	
Addressing of performance considerations
	
	

	
Documentation of reasons for any data duplication
	
	

	
Calculation of database size
	
	

	
Monitoring of database performance
	
	

	
Use of an active data dictionary
	
	

	
Ability of database to be extended to incorporate new data items
	
	

	
Implementation of data security requirements
	
	

	
Appointment of a database administrator (DBA)
	
	

	
Definition of DBA’s responsibilities
	
	

	
Restricting of DBA-level access to relevant staff
	
	

	
Monitoring of database integrity
	
	

	
Database tuning
	
	

	
Database back-ups
	
	

	
Accessibility of database definition to development staff
	
	


	 
CODE REVIEWS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Frequency and regularity of code reviews
	
	

	
Frequency and regularity of code walkthroughs
	
	


	 
CONTROL OF UNIT TESTING

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a defined process for passing modules between development and testing
	
	

	
Configuration control of unit test modules
	
	

	
Feed back of unit test results
	
	

	
Unit testing turnaround times
	
	


	 
ADHERENCE OF DEVELOPMENT PROCESS TO DESIGN SPECIFICATIONS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Compliance of developed systems with design specifications
	
	

	
Incorporation of all approved change requests into developed system
	
	

	
Adherence of programs to defined development standards
	
	

	
Manageability of programs in terms of size
	
	

	
Helpfulness of error messages
	
	

	
Efficiency of use by programs of distributed data
	
	

	
Ability of programs to handle duplication of data
	
	

	
Handling of data synchronization
	
	


	 
DEFINITION OF TESTING ROLES AND RESPONSIBILITIES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Definition of responsibilities for preparing and maintaining test beds
	
	

	
Definition of responsibilities for configuration management
	
	

	
Definition of responsibilities for preparation of test coverage requirements
	
	

	
Definition of responsibilities for user approval of test coverage requirements
	
	

	
Definition of responsibilities for preparation of test cases
	
	

	
Definition of responsibilities for approving test cases
	
	

	
Definition of responsibilities for preparing test case scripts and data
	
	

	
Definition of responsibilities for scheduling tests
	
	

	
Definition of responsibilities for running test cases and recording results
	
	

	
Definition of responsibilities for observing tests
	
	

	
Definition of responsibilities for signing-off tests
	
	

	
Definition of responsibilities for analyzing results
	
	

	
Definition of responsibilities for prioritizing faults
	
	


	 
IDENTIFICATION AND PLANNING OF TEST STAGES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Definition of a structured test plan
	
	

	
Identification and planning of module testing
	
	

	
Identification and planning of system testing
	
	

	
Coverage of cross-application testing
	
	

	
Identification and planning of factory acceptance testing
	
	

	
Identification and planning of integration testing
	
	

	
Identification and planning of user acceptance testing
	
	

	
Comprehensiveness of user acceptance testing (to include help screens, training, documentation, etc.)
	
	

	
Identification and planning of operations acceptance testing
	
	

	
Adequacy of operations acceptance plan
	
	


	 
CAPACITY, PERFORMANCE AND SECURITY PLANNING AND MODELING

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Degree of capacity and performance modeling carried out
	
	

	
Degree of system availability modeling carried out
	
	

	
Existence of plans for system capacity and performance testing
	
	

	
Degree of structure in plans for performance tests
	
	

	
Adequacy of planned testing of systems availability
	
	

	
Adequacy of planned testing of system security
	
	

	
Plans for testing of system disaster recovery procedures
	
	


	 
PRODUCTION AND RETENTION OF TEST COVERAGE PLANS, TEST SCRIPTS AND TEST RESULTS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Test coverage requirement definition
	
	

	
Inclusion of non-functional test requirements (capacity, performance, etc.)
	
	

	
Specification of volumes and transaction rates
	
	

	
Approval of test coverage requirements by users
	
	

	
Production of test coverage plans
	
	

	
Cross-referencing of test coverage plans to requirements
	
	

	
Adequacy of test coverage plans
	
	

	
Definition of test cases
	
	

	
Production of test case scripts
	
	

	
Production of test case data
	
	

	
Recording of test run results
	
	

	
Availability of test run results for inspection
	
	


	 
PROVISION FOR REWORK AND REGRESSION TESTING

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Allowance in test schedule for rework
	
	

	
Allowance in test schedule for system rebuild
	
	

	
Allowance in test schedule for regression testing
	
	

	
Adequacy of proposed regression testing cycle
	
	


	 
TEST ENVIRONMENT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Definition of requirements for test environment
	
	

	
Agreement to requirements by testing manager and project manager
	
	

	
Existence of a design for the test environment 
	
	

	
Separation of test environment from development environment
	
	

	
Separation of test environment from operational environment
	
	

	
Adequacy of test environment
	
	

	
Availability of installed and tested hardware and software for the test environment
	
	

	
Adequacy of test environment maintenance
	
	

	
Frequency and regularity of test environment back-ups
	
	

	
Availability of automated test facilities
	
	


	 
FAULT RECORDING AND CLEARANCE PROCESS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Maintenance of an index of test observations
	
	

	
Categorization and resolution of test observations
	
	

	
Adequacy of fault records
	
	

	
Adequacy of fault record assessment
	
	

	
Prioritization of fault reports
	
	

	
Use of an appropriate authority to categorize and prioritize fault reports
	
	

	
Extent to which delivery of fault rectification is in-line with fault priority
	
	

	
Configuration control of reworked modules delivered for testing
	
	


	 
SITE SURVEYS AND UPGRADE PLANS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Identification of sites
	
	

	
Site surveys
	
	

	
Production of site upgrade plans
	
	

	
Costing of site upgrade plans
	
	


	 
INSTALLATION MANAGEMENT PROCEDURES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Identification of software and hardware configurations for each site
	
	

	
Timeliness of placing of orders for delivery of items for installation
	
	

	
Agreement to installation management procedures
	
	

	
Level of staff training in installation management procedures
	
	

	
Configuration control of site installation components
	
	

	
Verification of compatibility of components and versions
	
	


	 
AGREEMENT TO INSTALLATION SCHEDULE

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Completion of installation planning for network equipment
	
	

	
Completion of installation planning for computer hardware
	
	

	
Completion of installation planning for system software
	
	

	
Completion of installation planning for application software
	
	

	
Completion of installation planning for all sites
	
	


	 
AGREEMENT TO OPERATIONS ACCEPTANCE TESTS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Agreement to operations acceptance test coverage requirements
	
	

	
Definition of and agreement to operations acceptance test cases
	
	

	
Production of operations acceptance test scripts and data
	
	

	
Sign-off of operations acceptance tests on completion
	
	


	 
AGREEMENT TO OPERATIONS SCHEDULES, SERVICES AND CHARGES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Agreement to operations schedules for all locations
	
	

	
Existence of signed service level agreements (SLAs) for on-line and batch response times
	
	

	
Existence of SLAs for availability of on-line services 
	
	

	
Existence of SLAs for frequency of outages
	
	

	
Existence of SLAs for compliance with schedules
	
	

	
Existence of SLAs for call-out times
	
	

	
Existence of SLAs for time to repair
	
	

	
Existence of SLAs for level 1 support
	
	

	
Existence of SLAs for level 2 support
	
	

	
Existence of SLAs for data entry
	
	

	
Existence of SLAs for back-up and fall-back timing
	
	

	
Existence of SLAs for availability of on-line and archived data
	
	

	
Existence of SLAs for change management
	
	

	
Existence of SLAs for disaster recovery
	
	

	
Definition of procedures for monitoring service levels
	
	

	
Specification of procedures for review of service levels actually achieved, and for agreement of corrective action
	
	

	
Escalation procedure for service level violations
	
	

	
Agreement of penalties for failure to meet service levels
	
	


	 
TRAINING PLANS AND MATERIALS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Agreement to user training requirements with user management
	
	

	
Discussion of user training with users
	
	

	
Agreement to user training numbers with user management
	
	

	
Appropriateness of number of users identified for training
	
	

	
Agreement to operations staff training requirements with operations managers
	
	

	
Existence of clear plans for user training
	
	

	
Resourcing of training plan
	
	

	
Identification within training plan of user management responsibilities for training
	
	

	
Planning of operations staff training
	
	

	
Existence of a schedule for user and operations training
	
	

	
Proximity of training to live operation
	
	

	
Extent to which effectiveness of user training to be addressed in user acceptance testing
	
	

	
Existence of plans for setting-up a technical training environment
	
	

	
Plans for follow-on training for new and replacement staff
	
	

	
Existence of a training administration process
	
	

	
Definition of reasonable acceptance criteria for fulfillment of training plan 
	
	

	
Existence of a plan for developing and delivering training materials
	
	

	
Resourcing of above plan
	
	

	
Definition of reasonable acceptance criteria for training materials
	
	

	
Availability of user business process documentation top support training needs
	
	


	 
REVISED BUSINESS PROCESSES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Definition of new business processes for system users
	
	

	
Involvement of user representatives in developing new business process
	
	

	
Approval of new business processes by user management
	
	

	
Approval of new business processes by unions
	
	

	
Explanation of agreed new business processes to users
	
	

	
Extent to which new business processes reflected in user documentation
	
	

	
Extent to which user training will reflect new business processes
	
	


	 
ABILITY TO DEMONSTRATE ACHIEVEMENT OF AGREED BUSINESS BENEFITS OF THE SYSTEM

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Planning of all actions necessary to realize the benefits
	
	

	
Availability of metrics to monitor achievement of benefits
	
	

	
Existence of a plan to review realization of benefits and take corrective action if necessary
	
	

	
Establishment of a benefits task force, including users
	
	


	 
DATA CONVERSION AND LOADING

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Identification of data to be loaded for cutover
	
	

	
User approval of data to be loaded for cutover
	
	

	
Identification of requirements for data build-up during early operations
	
	

	
User approval of requirements for data build-up during early operations
	
	

	
Identification of resources to support above build-up of data
	
	

	
Extent to which capacities of required data files estimated
	
	

	
Identification of sources for all required data
	
	

	
Quality of documentation of systems from which source data will be drawn
	
	

	
Confirmation that all data sources will be accessible when required
	
	

	
Determination of quality of source data
	
	

	
Determination of data conversion rules
	
	

	
allocation of time in plans for data clean-up
	
	

	
Identification of user resources to assist with data clean-up
	
	

	
Definition of data conversion, loading and validation procedures
	
	

	
Production of data conversion and loading software
	
	

	
Production of data validation software
	
	

	
Plans for an early dry-run data load
	
	

	
Allowance for procedure and tool rework in data loading schedule
	
	

	
Consideration of business constraints and optimum business timings in data loading schedule
	
	


	 
SYSTEM ROLL-OUT AND CUTOVER PLANNING

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of a cutover plan
	
	

	
Extent to which cutover options have been explored (parallel running, phased cutover, big bang, etc.)
	
	

	
Documentation of reasons for choice of cutover option
	
	

	
Sizing and estimation of cutover duration
	
	

	
Adequacy of business time allocated for cutover
	
	

	
Inclusion in cutover plans of equipment re-configuration activities 
	
	

	
Involvement of users in planning cutover and in assessing its business impact
	
	

	
Awareness of all users of cutover plans and impacts
	
	

	
Existence of a contingency plan to cover possible of cutover failure
	
	


	 
SYSTEMS OPERATIONS PROCEDURES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Definition of capacity management procedures
	
	

	
Definition of back-up procedures
	
	

	
Definition of fall-back procedures
	
	

	
Extent to which disaster recovery addressed 
	
	

	
Definition of help desk procedures
	
	

	
Definition of procedures and responsibilities for database tuning
	
	


	 
POST-DEVELOPMENT SUPPORT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Planning for post-development support
	
	

	
Planning for hand-over to those responsible for post-development support
	
	

	
Agreement by involved parties to above plans
	
	

	
Post-development support coverage for responses to fault reports
	
	

	
Post-development support coverage for providing corrections
	
	

	
Post-development support coverage for provision of impact analyses for system change requests
	
	

	
Post-development support coverage for implementation of enhancements
	
	

	
Post-development support coverage for system maintenance
	
	

	
Post-development support coverage for implementing new releases of third party software and hardware
	
	


	 
FACILITIES MANAGEMENT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Assignment of all production services to an identifiable facility manager
	
	

	
Existence of accurate records of hardware inventory for each facility
	
	

	
Existence of accurate records of system software inventory for each facility
	
	

	
Existence of accurate records of application component inventory for each facility
	
	

	
Existence of accurate records of database inventory for each facility
	
	

	
Agreement to scope of responsibility of each FM provider for hand-over procedures
	
	

	
Agreement to scope of responsibility of each FM provider for application release installation and configuration management
	
	

	
Agreement to scope of responsibility of each FM provider for operations
	
	

	
Agreement to scope of responsibility of each FM provider for technical support
	
	

	
Agreement to scope of responsibility of each FM provider for system monitoring and tuning
	
	

	
Agreement to scope of responsibility of each FM provider for database administration
	
	

	
Agreement to scope of responsibility of each FM provider for network management
	
	

	
Agreement to scope of responsibility of each FM provider for user support
	
	

	
Agreement to scope of responsibility of each FM provider for change management
	
	

	
Agreement to scope of responsibility of each FM provider for disaster recovery
	
	

	
Agreement to scope of responsibility of each FM provider for contingency provision
	
	

	
Agreement to scope of responsibility of each FM provider for paper processing
	
	

	
Relationships between providers of application development and maintenance services
	
	


	 
SERVICE LEVEL AGREEMENTS BETWEEN FM PROVIDERS AND THE CLIENT

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	(NOTE: USE ONE CHECKLIST FOR EACH FM SERVICE/PROVIDER)

	
Clear assignment of responsibility for defined availability levels to an FM provider
	
	

	
Clear assignment of responsibility for defined performance levels to an FM provider
	
	

	
Clear assignment of responsibility for defined serviceability levels to an FM provider
	
	

	
Clear assignment of responsibility for change management to an FM provider
	
	

	
Procedures for monitoring and reporting adherence to service levels
	
	

	
Escalation process for service level violations
	
	

	
Agreement of suitable sanctions for failures to meet service levels 
	
	

	
Realism and Achievability of service levels
	
	

	
Clarity of defined relationship between the supplier and the client
	
	

	
Existence of one-on-one relationships at all levels between the supplier and the client
	
	


	 
CHARGES FOR FM SERVICES

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Existence of an agreed price for the FM contract
	
	

	
Comparison with prevailing market prices
	
	

	
Allowances for variation in processing volumes within the price
	
	

	
Establishment of rebates for failure to meet agreed service levels
	
	

	
Sufficiency of rebates to discourage service level violation
	
	

	
Allowance for expansion or reduction of service scope within the price
	
	

	
Agreement of suitable charges for enforced breaks in provision of full FM services during production transition milestones (e.g. during commissioning of new hardware)
	
	


	 
QUALIFICATIONS AND EXPERIENCE OF FM SUPPLIER

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	
Capability of FM supplier to provide service in accordance with requirements
	
	

	
Availability of sufficient resource numbers and skill levels within FM supplier’s organization 
	
	

	
FM supplier’s organizational and management ability to deliver service as required
	
	

	
Existence of procedures and safeguards within the within FM supplier’s organization sufficient to ensure provision of service
	
	

	
Adequacy of the technology in use by the FM supplier to deliver required service 
	
	

	
Reputation and presence of the FM supplier within the project’s geographical area
	
	


	OTHER RISK AREAS

	AREA ASSESSED
	COMMENTS
	Candidate Risk?

	

	
	

	

	
	

	

	
	

	

	
	

	

	
	

	

	
	

	

	
	

	

	
	

	

	
	

	
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