
Project Risk Identification Worksheet


The following detail questions can be asked to identify the risks within your project:

	
	Likelihood

1-unlikely

5-certain
	Severity

1-minor

5-major
	Controllability

1-control

5-no control
	Priority (High, Medium, Low) & Mitigation

	Category:  Financial Risk

	1. 
	Is the project funding based on work-level estimates?
	
	
	
	

	2. 
	Is the project funding secured and sufficient?
	
	
	
	

	3. 
	Has a cost / benefit analysis been performed and approved?
	
	
	
	

	4. 
	Are expected benefits verifiable?
	
	
	
	

	5. 
	Is there a detailed budget for the project?
	
	
	
	

	6. 
	Is there a contingency plan for budget overruns?
	
	
	
	

	7. 
	Has the value of the project been discussed with the client and the end-users?
	
	
	
	

	8. 
	What could make the project go over budget?
	

	9. 
	What are the risks to the bank if the project fails?
	

	10. 
	What business-related problems would make this project fail?
	

	11. 
	Is the project estimate realistic and achievable?
	
	
	
	

	12. 
	
	
	
	
	

	Category:  Resource Risk

	18. 
	Are key personnel needs identified in the project requirements, charter or LOU?
	
	
	
	

	19. 
	Are project team skill requirements clearly defined?
	
	
	
	

	20. 
	Does the project team understand their roles and responsibilities?
	
	
	
	

	21. 
	Is there sufficient manpower to complete the project?
	
	
	
	

	22. 
	Does the team possess the skills and business knowledge to complete the project?
	
	
	
	

	23. 
	Are contractors/consultants/vendors well established with a strong financial background and good track record?
	
	
	
	

	24. 
	Will key project staff leave before the project is complete?
	
	
	
	

	25. 
	
	
	
	
	

	Category:  Schedule Risk

	26. 
	Is there a detailed project plan at the task level?
	
	
	
	

	27. 
	Have work effort estimates been provided at the task level?
	
	
	
	

	28. 
	Is there a contingency plan for schedule variances?
	
	
	
	

	29. 
	Is the project schedule realistic and achievable?
	
	
	
	

	30. 
	
	
	
	
	

	Category:  Technical Risk

	31. 
	Will the appropriate technology be used to support project efforts?
	
	
	
	

	32. 
	Has the application architecture been developed and documented?
	
	
	
	

	33. 
	Are all business and technical requirements verified and validated?
	
	
	
	

	34. 
	Does the project team provide input to proposed changes in the plan?
	
	
	
	

	35. 
	Are team walkthroughs conducted for key project deliverables?
	
	
	
	

	36. 
	Are all project issues identified, documented, and acted upon?
	
	
	
	

	37. 
	Is the technology new or extremely complex?


	
	
	
	

	38. 
	Are the project team members knowledgeable on the proposed technology environment?
	
	
	
	

	39. 
	Are all interfaces identified; Are there a lot of interfaces impacted?  
	
	
	
	

	40. 
	Will the project be impacting any existing applications?
	
	
	
	

	41. 
	Is new data complex?
	
	
	
	

	42. 
	Is data to be converted of good quality and simple to convert?
	
	
	
	

	43. 
	Has a project work plan been developed for the entire system development life cycle?
	
	
	
	

	44. 
	Have critical project milestones and checkpoints been defined?
	
	
	
	

	45. 
	Has a change management process been defined?
	
	
	
	

	46. 
	Will business functional requirement (scope) changes affect the project outcome?
	
	
	
	

	47. 
	Are all changes testable?
	
	
	
	

	48. 
	Is all new/modified hardware and/or software testable?
	
	
	
	

	49. 
	
	
	
	
	

	Category:  Project Management Risk

	50. 
	Does upper management support the project and share responsibility for ensuring project success?
	
	
	
	

	51. 
	Does the client have the ability and authority to make decisions?
	
	
	
	

	52. 
	Is the client fully involved in the project?
	
	
	
	

	53. 
	Was the end user involved in generation and approval of requirements?
	
	
	
	

	54. 
	Is the end user involved in the project?


	
	
	
	

	55. 
	Does the end user understand the impact of changes that the project will bring?
	
	
	
	

	56. 
	Have all project stakeholders been identified?
	
	
	
	

	57. 
	Is there a detailed plan (including time, schedules, milestones and resource requirements) for completion of the project?
	
	
	
	

	58. 
	Will the project be managed at the task level?
	
	
	
	

	59. 
	Do the people implementing the project understand project objectives?
	
	
	
	

	60. 
	Are all important aspects of the project monitored?
	
	
	
	

	61. 
	Are all checkpoints and milestones defined?
	
	
	
	

	62. 
	Will the business processes need to be re-engineered?
	
	
	
	

	63. 
	Have formal client acceptance criteria been defined?
	
	
	
	

	64. 
	Are the business functional requirements defined and stable?
	
	
	
	

	65. 
	Are the business requirements detailed and well defined (vs. high level and vague).
	
	
	
	

	66. 
	Are the business requirements complex (vs. simple)
	
	
	
	

	67. 
	Is the project scope well defined?
	
	
	
	

	68. 
	Have project limitations been discussed with the client?
	
	
	
	

	69. 
	
	
	
	
	

	Category:  Communication Risk

	70. 
	Are the project’s goals and objectives verifiable, defined, and clearly stated?
	
	
	
	

	71. 
	Is project scope complete, documented and signed off by the client?
	
	
	
	

	72. 
	Has the client/end user had an opportunity to provide input early in the system development life cycle?
	
	
	
	

	73. 
	Are all project stakeholders kept informed of the project status?
	
	
	
	

	74. 
	Do the users know whom to contact in the event of the problems?
	
	
	
	

	75. 
	Are there regular meetings with the project stakeholders to monitor project progress?
	
	
	
	

	76. 
	Are all “open issues” reported and tracked?
	
	
	
	

	77. 
	Have major project risk factors been identified?
	
	
	
	

	78. 
	Are meeting agendas & minutes sent out for all project meetings – formal and informal?
	
	
	
	

	79. 
	
	
	
	
	

	Category:  Operational Risk

	80. 
	Is there adequate documentation to permit use by the client?
	
	
	
	

	81. 
	Will a significant amount of end user training be required?
	
	
	
	

	82. 
	Are policies and procedures (existing or new) well defined? 
	
	
	
	

	83. 
	How confident are you that you are producing a system to meet the end user’s needs?
	
	
	
	

	84. 
	Is the user’s business environment stable?
	
	
	
	

	85. 
	Have all technology options been thoroughly investigated and analyzed?
	
	
	
	

	86. 
	Will the existing computing environment support the application?
	
	
	
	

	87. 
	Will new hardware need to be procured?
	
	
	
	

	88. 
	Have networking considerations been addressed?
	
	
	
	

	89. 
	Have security considerations been addressed?
	
	
	
	

	90. 
	Is the proposed hardware / software environment in production today (with the bank or another company)?
	
	
	
	

	91. 
	Are backup / restart procedures clearly defined and tested?
	
	
	
	

	92. 
	Are all business functional requirements testable?
	
	
	
	

	93. 
	
	
	
	
	

	Category:  Organizational Risk

	94. 
	Will there be any organizational structure changes?
	
	
	
	

	95. 
	Does the project align with the company’s overall business strategy?
	
	
	
	

	96. 
	Are the expected outcomes clearly defined?
	
	
	
	

	97. 
	Have all project stakeholders been defined?
	
	
	
	

	98. 
	Have metrics been established to verify completion of each phase?
	
	
	
	

	99. 
	Has the impact of late delivery been analyzed?
	
	
	
	

	100. 
	Has the impact of cost overruns been analyzed?
	
	
	
	

	101. 
	Has the impact of delayed functional delivery been analyzed?
	
	
	
	

	102. 
	
	
	
	
	


1.
Assess the likelihood of occurrence by eliminating any risks which, on reflection, you believe will not occur.  Roughly classify the remaining risks as high, medium or low probability of occurrence.  

	Assessment of Likelihood
	Value scale

	Very unlikely
	1

	Somewhat unlikely
	2

	50/50 chance
	3

	Highly likely
	4

	Nearly certain
	5


3.
Assess the severity of impact by:

a. Evaluating each risk in terms of its possible impact on the project baselines of effort, cost, time, and requirements

b. Eliminating any risks which you believe have no or only trivial impact on the baselines

c. Roughly classifying the remaining risks as high, medium, or low severity of impact.

	Assessment of Severity
	Value scale

	Minor impact on cost, schedule, performance
	1

	Moderate impact on cost, schedule, performance
	2

	Significant impact on project baselines
	3

	Very significant impact on project baselines
	4

	Disastrous impact, probable project failure
	5


4.
Prioritize the identified risks on the bases of the rough assessments.  The contributing factors are the likelihood of occurrence and the severity of impact.

5.
Quantify the level of controllability 

	Assessment of Controllability
	Value scale

	Essentially avoidable through selected risk mitigation actions
	1

	Highly controllable through organization or project actions
	2

	Moderately controllable through organization or project actions
	3

	Largely uncontrollable by the organization or the project
	4

	Uncontrollable by the organization or the project
	5


6.
Determine risk mitigation actions.  Identify and record potential actions that could be taken in order to avoid or mitigate the individual risks (based on their level of controllability).

	Controllability Rating
	Type of Mitigation

	1 or 2
	Actions which should be immediately incorporated into the project plan.

	3 or 4
	Actions which should be documented as contingent risk responses to be incorporated in the project plan in the event of the risk occurring.

	5
	None.  By definition, such risks cannot be avoided or mitigated.
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