
Risk Management Plan (Example)

This template presents a format for the Risk Management Plan (RMP) developed during the risk development phase.  This generic Risk Management Plan (RMP) can be used as a template for the production of a project-specific RMP that can be used for almost any large-scale development project.

Follow these guidelines in tailoring this document to your organizations needs:

1. Discard this cover page

2. Remove all bordered text guidelines.

3. Replace [organization] with your organization name.
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 1.  INTRODUCTION

1.1  Scope

1.1.1  This Plan describes the Risk Management Organization and Process that will be used during the (Name of project) Program.

1.2  Purpose

1.2.1  The purpose of the Risk Management Process is to identify and analyze the effects of uncertainties on the (Name of project) Program, in order that action can be taken to minimize the consequences of any undesired event that may jeopardize the success of the Program.  The purpose of this plan is to establish a framework of working practices, which will enable all risks associated with the (Name of project) Program to be identified, monitored and controlled during the life of the Program.

1.3  Summary

1.3.1  Risk Management Organization.  

1.3.1.1  The main elements of the Risk Management Organization described in this plan are:


The Program Director


The Risk Manager


The Risk Management Committee


The Risk Owners.

1.3.1.2  Risk Organization Summary.  The Risk Manager reports to the Assurance Manager who in turn reports directly to the Program Director, who has the overall responsibility for Risk Management on the (Name of project)  Program. The Risk Manager is responsible for the effective management of the Risk Management Process as described in this plan. The Risk Management Committee is selected from the top levels of the (Name of project) Project Organization, including all those managers that report directly to the Program Manager. The function of the Risk Management Committee is to provide overall guidance on the risk management activities and regularly review the risks that could potentially have the most significant impact on the (Name of project)  Program. The Risk Committee also sanctions the appointment of Risk Owners and the opening and closing of risks on the Risk Register. The Risk Owners are responsible for formulating and implementing the risk containment strategies.

1.3.2  Risk Management Process.  

1.3.2.1  This plan describes the Risk Management process by splitting it into the four phases of Identification, Assessment, Containment and Control

1.3.2.1 Risk Management Process Summary.  Risks are actively exposed through the Risk Identification Workshops, etc. and recorded on the Risk Register. A Risk Owner is then appointed and in conjunction with the Risk Manager, the Risk is qualitatively assessed and a containment strategy is agreed. The actions needed to implement this strategy are then allocated to Action Managers by the Risk Owner, who then monitors progress. The risks, which are likely to have the most significant impact on the (Name of project) Program (Program-Level Risks), are selected from the Risk Register for quantitative analysis. This further analysis is used to model the overall effect that the Program-Level risks will have on the (Name of project) Program. A Program Level Risk must be owned by a Risk Committee member, however, the remaining risks (Activity Level Risks) can be handled by someone from the appropriate Risk Committee member's team. The top 20 risks are selected from the Program Level Risk Set and prioritized for regular review at the Risk Management Committee meeting. The Risk manager reviews all open risks monthly with the Risk Owners until they are closed.

2.  RISK MANAGEMENT ORGANIZATION

2.1  General

2.1.1  The Risk Management Organization has been structured so that Risk Management is an integral part of the overall Management Organization. The Program Director has overall responsibility for Risk Management on the (Name of project)  Program. The Risk Manager reports to the Assurance Manager who in turn reports directly to the Program Director. This reporting chain is shown in Figure 1 below:
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Figure 1 - Risk Management Organization

The other main elements in the Risk Management Organization are the Risk Management Committee and the Risk Owners.

2.2  Roles and Responsibilities

2.2.1  The Program Director.  The Program Director has overall responsibility for Risk Management on (Name of project).

2.2.2  The Assurance Manager.  The Assurance Manager coordinates all the Assurance functions on the (Name of project)  Program, which includes the Risk Management Process.

2.2.3  The Risk Manager.  The Risk Manager is responsible to the Assurance Manager and Program Director for the effective management of the Risk Management Process, which includes the following:


Facilitate the identification of all risks that may impact the success of the (Name of project)  Program. This includes using checklists, analyzing the Work Breakdown Structure, conducting Structured Interviews and holding Risk Identification Workshops.


Ensure that all risks identified are logged into the (Name of project)  Risk Register.


Ensure that a Risk Owner is allocated to each risk.


Ensure that every risk identified is qualitatively analyzed for its probability of occurrence and potential impact on the Program.


Ensure that there is a containment strategy for each risk, which is being properly implemented with clearly identified actions.


From the risks identified recommend to the Risk Management Committee those risks that should be part of the Program-Level Risk Set (the selection of risks which could have potentially the most significant impact on the (Name of project) Program).


With the Risk Owner, conduct a quantitative analysis (3 point estimates) for each risk in the Program-Level Risk Set.


From the Program-Level Risk Set and the Project Plan, produce and maintain a Risk Network (as described in para 3.3.6). 


Using the quantitative analysis and the Risk Network, model the effect that risks in the Program-Level Risk Set may have on the timing of the Program milestones and the costs of achieving them.


From the Program-Level Risk Set select and prioritize the top 20 risks.


Regularly review both Activity Level Risks and Program-Level Risks with their Owners.


Maintain the Risk Register  and ensure that it is accurate and  up to date.


Convene and chair regular meetings of the Risk Management Committee.


Report risks and their status to the Customer, as required.


Reassess risk in proposed or unavoidable changes to the Program.

2.2.4  The Risk Management Committee.  The Risk Management Committee is responsible for the overall guidance of risk management activities. Membership of this committee is selected from the top levels of the (Name of project) Program organization, including all those managers that report directly to the Program Manager. This encourages a commitment to risk management at the highest levels on the program and ensures that the Committee is able to take a broad and authoritative view when reviewing risks and exploring avenues to contain them. The Risk Management Committee meets every month to oversee the managing of risks and their containment strategies. At these meetings the Committee will:


Review every risk in the Prioritized Risk List.


For any new risk tabled by the Risk Manager, either sanction the opening of this risk in the Risk Register, or reject it.


Confirm the selection of the Risk Owner.


Agree the containment strategies for the Prioritized risks.


Sanction the closure of risks on the Risk Register.

2.2.5  Risk Management Committee Membership.  The current membership of the Risk Management Committee is:


Program Director


Risk Manager


Program Manager


Operations Manager


Business Design Manager


Technical Platform Manager


Applications Development Manager


User Support Manager


Test & Integration Manager


Implementation Manager


Facilities Management Manager


FM Operations & Support Manager


Financial Controller


Systems Engineering Manager


Chief Systems Architect


Chief Business Engineer


Security Design Authority


Release 1 Manager


Design Authority


Assurance Manager


The Customer's Risk Representative

2.2.6  The Risk Owner.  After formulating the risk containment strategy and contingency plans, the Risk Owner is responsible for ensuring that risk containment actions are implemented. To this end, the Risk Owner assigns responsibility for the containment actions to Action Managers and monitors progress. The Risk Owner will report completion of a risk action to the Risk Manager. The Risk Owner can amend or change the containment actions as and when required in response to changing circumstances. The Risk Owners for the Program-Level Risk Set must be selected from the members of the Risk Management Committee. The remaining risks (Activity Level Risk Set) can have owners that have been selected by the Committee Member of the area most affected by the risk.

2.3  Relationships and Interfaces

2.3.1  The Authority.  All  reporting of risks and their status to the Customer is the sole responsibility of the Risk Manager, who acts as the (Name of project) Program's single point of contact with the Customer on risk.

2.3.2 The Planning Department.  It is the responsibility of the Risk Manager to obtain the latest issue of the Project Plan when producing the Risk Network. The Planning Manager is then responsible for keeping the Risk Manager informed of any subsequent changes to the Project Plan. Also, the Risk Manager is responsible for providing the Planning Manager with the information he requires on containment actions, when it has been decided by the Risk Committee that these actions should be incorporated into the plan.

3. RISK MANAGEMENT PROCESS

3.1  General

3.1.1  All the information required to manage and control the risks identified on the (Name of project) Program is first captured on the Risk Control Form (Appendix 1) and then held in the Risk Register under the control of the Risk Manager. These risks are then managed using the Risk Management Process shown in the Figure 2 below:
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Figure 2 - Risk Management Process

3.1.2  Program-Level Risks are both qualitatively and quantitatively assessed and the results are used to ascertain the overall effect that these risks may have on the (Name of project) Program. The top 20 Risks are then selected from the Program Level Risk Set and prioritized for regular review at the Risk Management Committee Meetings, which are held every month.

3.1.3  The remaining risks (Activity Level Risks) are assessed on a qualitative basis only and will be handled locally by the Risk Owner. The Risk Manager reviews the Activity Level Risks every month with the Risk Owner, to check these risks for possible inclusion in the Program-Level Risk Set. The Risk Manager reports all new Activity Level Risks to the Risk Management Committee.

3.1.4  The four phases of the Risk Management Process described in this plan are:


Risk Identification


Risk Assessment (qualitative and quantitative)


Risk Containment


Risk Control

3.1.5  These phases are facilitated on the (Name of project) Program by the Risk Manager holding regular risk reviews with the Risk Owners, so that up to date information is always available to the Program Director and the other members of the Risk Management Committee. The Risk Manager will ensure that all (Name of project) team members are aware of the requirements and responsibilities of the Risk Management process on the (Name of project) Program and to this end will make available Risk Management Procedures, which will provide detailed instructions on how to perform each step of the four phases as described below.

3.2  Risk Identification

3.2.1  Risk identification is the process by which the perception of a potential problem is translated into recorded information containing sufficient detail to enable effective assessment of the risk to support subsequent management decisions. The Risk Manager will use the following techniques to identify new risks.


Risk Identification Workshops


Use of check-lists (see the Risk management Checklist)


Analysis of the Work Breakdown Structure (WBS) and Networks


Structured Interviews


Analysis of change requests (CRs) and proposals

3.2.2  New risks will also be recognized during the course of the (Name of project) program by those working within their own areas of responsibility. Risks will also be exposed at reviews and meetings, held internally or externally with the Customer.

3.2.3  The basic risk information is initially recorded on a Risk Control Form (Appendix 1) as required by the Risk Management Procedure. The Risk Manager is then responsible for entering this risk information into the project Risk Register, after checking to ensure that duplicate risks are not entered. The Risk Register, which underpins the entire process of risk identification, assessment and containment, is held on the (Name of project) PMIS (Project Management Information System) that has been developed under Lotus Notes and can be viewed by all those on the project with access to this system. Only the Risk Manager is able to add new risks, update existing risks or close risks on this Risk Register.

3.2.4  All new risks are given draft status until the Risk Management Committee has reviewed them. The Committee can either sanction the opening of a draft risk, require that a further assessment is carried out, or reject it. If the committee rejects a risk, then the reason for rejection is recorded on the Risk Control Form and a copy is sent to the originator of the risk. 

3.3  Risk Assessment

3.3.1  Qualitative Assessment.  Qualitative risk assessment is carried out on every risk to estimate the probability of a Risk Event occurring and the potential impact of the risk  on the (Name of project) Program.  The steps for qualitative assessment are as follows:

3.3.1.1  Probability Assessment.  In conjunction with the Risk Manager, the Risk Owner  estimates the probability of the Risk occurring, according to the following definitions:

	
Very Likely
	> 95%

	
Probable
	>50%

	
Possible
	<50%

	
Unlikely


	< 5%


3.3.1.2  Impact Assessment.  Assuming that it will occur, the impact of each Risk is then  judged according to the following definitions.

	
	Schedule slippage

	Cost increase
	Resulting

Performance 



	High
	> 12 months
	> $20M
	< 80%

	Medium
	> 6 months
	> $5M
	< 95%

	Low
	< 6 months
	< $5M
	> 95%


3.3.1.3  The Impact on performance is assessed by considering the percentage reduction compared with the requirement as currently agreed with the Customer.

3.3.1.4  The worst case impact is used, after the separate assessment of schedule, cost and performance. However, where possible the Risk Owner will use cost to assess the impact, by considering the financial implications of a schedule slip or reduced performance.

3.3.1.5 The results of the qualitative analysis are recorded on the Risk Control Form and the Risk Manager then shows the overall results on an Impact/Probability Chart called the Risk Grid (Appendix 2). These results are used to assist in determining the priority to be given to the risk containment strategies and deciding which risks should be in the Program-Level Risk Set. In general, the Risk Committee will select the Program-Level Risk Set from risks that are in the shaded boxes shown in Appendix 2. From the Program Level Risk Set the Risk Manager will recommend the top 20 risks that will form the Priority Risk List.

3.3.2  Quantitative Assessment.  Having identified the activities on the Project Plan that could be affected by the Program-Level risks, these risks are then quantitatively assessed as follows:

3.3.2.1  The quantitative assessment requires that a percentage estimate of the probability of the risk occurring at all is first assessed. Then assuming that the risk does occur, probabilistic three point estimates of Schedule and Cost are estimated as follows:-

	
	
Minimum
	The time/cost estimated to complete the activity given, within reason, the maximum use of resources/facilities and the need for minimal rectification.



	
	
Most Likely
	The time/cost estimated to complete the activity given normal constraints on resources and facilities and making reasonable allowances for technical problems, rectification and/or iterative processes, e.g. debugging of software code.



	
	
Maximum
	The time/cost estimated to complete the activity given the worst case envisaged for limited resources/facilities and/or technical problems requiring considerable rectification/re-testing but excluding fall‑back options.


3.3.2.2  If the impact is on performance, then the probabilistic three point estimate is assessed as a percentage of the reduced performance that may result from the risk, as compared to the currently agreed  requirements with the Customer.

3.3.3  Risk Network.  The Risk Manager then identifies which activities on the Project Plan are affected by the Program-Level risks.  From this information the Risk Network is produced by overlaying the Program-Level Risks on to the activities in the (Name of project) Project Plan. The resulting Network contains all the main activities and their dependencies, expanded where necessary so that all the activities affected by the Program-Level Risk Set are shown. As well as being responsible for producing the Risk Network, the Risk Manager is also responsible for updating it as the Program-Level Risk Set changes and the Project Plan is amended. 

3.3.3.1  The Risk Network together with the three point estimates of the impact for each risk, forms the model used by the risk analysis tool to predict the cumulative probability distribution of forecast key events on both schedule and cost. The Risk Manager reports the results of this assessment to the Risk Management Committee, to give an overall perspective of the Program-Level risk situation.

3.4  Risk Containment

3.4.1  Risks will only be managed effectively by committing responsible parties to positive actions geared to the risk containment strategy. Efficient Risk Management means optimizing the degree of containment against the probability and impact of the risk.

3.4.2  All identified risks will be analyzed by the Risk Owner to establish the appropriate containment strategy, even if no action is required immediately. Risk containment involves identifying a strategy for minimizing the effects of the risk. Rarely will the risk be completely eliminated by the strategy. Risk containment, therefore, involves identifying the strategy for minimizing the effects of the risk to a level where the risk can be controlled and managed to ensure that the project objectives are achieved.

3.4.3  In producing the containment strategy the Risk Owner also investigates potential secondary risks. These are risks that arise as a direct result of a containment strategy. A containment strategy might represent a cost effective approach to deal with the risk but the risks it generates may be unacceptable.

3.4.4  The actual tactics applied by the Risk Owner for risk containment will depend on the unique circumstances of the risk and its assessment. However, strategies are generally  one of the following:


Risk Reduction - Measures that will decrease the likelihood and/or impact of the risk to a point where it has reached a level of acceptability. As previously stated, it is not usually cost effective to completely eliminate a risk.


Risk Monitoring - The predicted impact could be judged acceptable when the cost of mitigation is taken into account. In this instance the strategy would be to monitor the risk and only take action if the impact prediction becomes unacceptable.


Risk Protection - The adoption of parallel measures that will reduce the impact if the risk occurs. An example of this would be to seek a second source of supply for parts of the system that may develop technical or supply problems.


Risk Transference - Measures that will transfer the impact of the risk to another area where the consequences are considered more tolerable.

3.4.5  Having determined the risk containment strategy, the Risk Owner is responsible for implementing the strategy by allocating Risk Actions, with target completion dates, to the appropriate members of the (Name of project) Program team (called Action Managers). These Risk Actions are recorded on Risk Action Forms (Appendix 1) by the Risk Manager. The Risk Manager then circulates this information to the Action Managers. The Risk Owner is responsible for ensuring that these actions are carried out and for amending or changing the actions as required to ensure that the risk containment remains appropriate.

3.5  Risk Control

3.5.1  In general, risk containment will be integrated into the day to day running of the (Name of project) Program and where appropriate the risk containment strategy will be incorporated into the Project Plan as new activities (with dependencies) or revisions to existing activities. The Risk Owner still remains responsible for monitoring the effect that the changes to the Plan have on the risk.

3.5.2  Once a risk has been agreed by the Risk Management Committee, the Risk Manager reviews it every month with the Risk Owner, so that it can be reassessed taking account of changing project circumstances and the changing nature of the risk as the containment strategy takes effect. If this reassessment changes the Risk Actions and/or the qualitative and quantitative assessment, then the Risk Register is updated by the Risk Manager. Risks are selected from the top 20 prioritized risk list to be individually reviewed at the Risk Management Committee meeting that is held every month. The Risk Manager ensures that the Risk Owners and Action Managers are circulated with any changes to the Risk Control or Risk Action Forms. The control process continues up to the time when the risk has been managed to an acceptable level and can thus be closed.

3.6  Closing Risks

3.6.1  When the risk is no longer considered a threat, the Risk Owner in conjunction with the Risk Manager, recommends the closure of the risk to the Risk Management Committee. The risk can only be closed if the Risk Management Committee sanctions the recommendation. If closure is agreed, the Risk Manager then changes the status of the risk on the Risk Register from Open to Closed and records the reason for closing the risk on the Risk Control and Risk Action Forms.

3.7  Security of Risk Information

Classified information will not be stored in the Risk Register, as this information is made freely available to all those working on the (Name of project) program. In cases where risks refer to subjects that are classified, then the Risk Register will contain references to documents where this classified information can be found. In all cases the project wide standard for security control of classified material will apply.

Appendix 1:  RISK CONTROL AND RISK ACTION FORMS

Risk Control Form

	Risk Number:
	Date Raised:
	Raised By:
	Owner:



	Short Title:



	Status:
	O   Draft

O   Open

O   Rejected

O   Closed
	Mail Form to Owner:


	O   Yes

O   No

	Category:
	Ref:
	Priority Level:
	O   Activity

O   Project

	Evaluation:



	Containment Strategy:



	Probability:
	O   Very Likely

O   Probable

O   Possible

O   Unlikely
	Impact:
	O   High

O   Medium

O   Low


Qualitative Analysis:

	Activity Number
	Minimum
	Mode
	Maximum

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Risk Action Form

	Risk Number:
	Action Number:



	Planned Action:



	Action Manager:


	Target Date:


	Completion Date:


Appendix 2: RISK GRID

(The numbers in the boxes are the individual Risk Numbers for each probability/impact combination).

	private 
	High
	14, 31, 32, 47


	2, 13, 28, 40, 41


	18, 25, 37, 49
	6, 15, 24, 38, 48

	Impact
	Medium
	1, 12, 20, 33
	10, 19, 35, 39


	3, 5, 17, 30, 44
	7, 23, 29, 45, 46, 50



	
	Low
	11, 21, 36
	8, 9, 22, 34


	4, 27, 42
	16, 26, 43



	
	
	Unlikely
	Possible
	Probable
	Very Likely

	
	
	
	
	Probability


	


	private 
	Potential Project-Level Risks
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